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Background

Security Technical Implementation Guides (STIGs) are published by the Defense Information Systems Agency
(DISA) and provide configuration standards for DoD systems and software, including Operating Systems,
Database Management Systems, etc. The Risk Management Framework (RMF) requires DoD information
systems to comply with all applicable STIGs.

Training Overview

STIG 101™ s designed to answer core questions and provide guidance on the implementation of STIGs.
Students will gain a conceptual understanding of DISA STIGs as well as hands-on implementation experience in
a virtual “lab” environment. The STIG 101 curriculum leverages BAI's extensive experience as a provider of
RMF consulting services.

STIG 101 topics include:

STIG Overview

Best Practices

STIG Content

SCAP Compliance Checker (SCC)
STIG Viewer

“How To”

Resources

Prerequisites

A prerequisite to this course is a strong understanding of technology and system configuration.

Who Should Attend

STIG 101 is open to all students (government and contractors) with an interest in learning about STIGs.

Students who have not yet attended RMF training are encouraged to inquire about discounted pricing for a
training “bundle” that includes the RMF for DoD IT Full Program (four days) and STIG 101.

Delivery Methods

STIG 101 is offered on a regular basis as an online, instructor-led class, using our Online Personal Classroom™
technology.

STIG 101 is also available as a “Friday supplemental class” to organizations wishing to obtain on-site or online
RMF training for a “private group” of students.

Learn More

For additional information on STIG 101 training, or to register for an upcoming class, please call BAIl at 1-800-
RMF-1903 (763-1903) or visit https:/reqister.rmf.org.

BAI Risk Management Framework (RMF) Resource Center = 1-800-RMF-1903 (763-1903) = www.rmf.org
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STIG 101 — One-Day Course

Getting Started STIG Viewer

STIG Overview Common Pitfalls

Best Practices STIG Tools

SCC e Resources & Summary

e Hands-on activities in virtual “Lab” environment
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