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Background

The Security Technical Implementation Guides (STIGs) are the configuration standards
for DOD IA and IA-enabled devices/systems. ST/G 107is designed to answer core
questions and provide guidance on the implementation of DISA STIGs. Students will
gain a conceptual understanding of DISA STIGs as well as real-world implementation
instruction. ST/G 107 utilizes BAI's experience as a provider of RMF consulting services.

Training Overview
Some ST/G 107topics include:

e STIG Overview
e Best Practices
e STIG Content
e SCC
e STIG Viewer
e HowTo
e Resources

Course Prerequisites
A prerequisite to this course is a strong understanding of technology and system
configuration.

Who should attend?

STIG 101is open to all students (government and contractors) with an interest in
learning about STIGs.

Students who have not yet attended RMF training are encouraged to inquire about
discounted pricing for a training package that includes RMF for DoD IT Fundamentals,
RMF for DoD IT In Depth, and S7/G 101.

Delivery Methods

ST/G 107 will initially be offered as an online, instructor-led class, using our Online
Personal Classroom™ technology.

STIG 10T7is also available as a “Friday supplemental class” to organizations wishing to
obtain “on site” RMF training for a group of students.
Learn More

For additional information on STIG 101 training, including initial dates for STIG 101,
please call BAI at 1-800-RMF-1903 or visit https://register.rmf.org.
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STIG 101 - One-Day Course

e Getting Started e STIG Viewer

e STIG Overview e Common Pitfalls
e Best Practices e STIG Tools
e SCC e Resources & Summary
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STIGs Home Home

Control Correlation Idenifier (CCI) Security Technical Implementation Guides (STIGs)

1Gs Updates!

Router SRG Version 3 - Update 2/1212018

Group Policy Objects (GPOs) - January 2018 - Update 2/7/2018

Backbone Transport Services (BTS) Policy STIG Version 3 *PKI - Update 2/7/2018

Draft McAfee Endpoint Security (ENS) STIG Version 1, Release 0.1 *PKI - Update 2/7/2018

DoD Annex for NIAP Protection Profiles

DoD Secure Host Baseline Repository Pk
FAQs
Group Policy Objects

Quarterly Release Schedule and Summary

Microsoft Windows Privileged Access Workstation (PAW) STIG Version 1 - Update 2/7/2018
McAfee MOVE AV 4.5 STIG Version 1 Overview - Update 1/17/2018

McAfee MOVE AV Agentless 4.5 STIG Version 1 - Update 1/17/2018

McAfee MOVE AV Multi-Platform 4.5 STIG Version 1 - Update 117/2018

SRG/STIG Tools
SRG-STIG Library Compilations
STIG Mailing List

STIGs Master List (A to Z)
The Security Technical Implementation Guides (STIGs) are the configuration standards for DOD 1A and [A-

STIGs Technologies enabled devices/systems. Since 1998, DISA has played a critical role enhancing the security posture of DoD's
security systems by providing the Security Technical Implementation Guides (STIGs). The STIGs contain
Vendor Process technical guidance to "lock down” information systems/software that might otherwise be vulnerable to a

malicious computer attack.
Contact Us P

*PKI = DoD PKI Cert R g Questions or comments?
Please contact DISA STIG Customer Support Desk:
diza.stig_spt@mail.mil
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